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Consult your Network or IT Team for help deciding and configuring the best method for your
environment. Below are some highlights of the differences between DHCP and Static IP
schemas.

DHCP Overview
ADHCP (Dynamic Host Configuration Protocol) leaseis atemporary, time-bound assignment
of an IP address to a device (such as a phone, laptop, or smart TV) on a network.

Instead of permanently tying an IP address to a single machine, a network's DHCP server
“rents” the address out for a specific duration. DHCP can be provided by a DHCP server or
Network Router.

How the Lease Works
The “Rental” Period: The DHCP server dictates how long the device can use the IP address.
Once this time expires, the address returns to an available pool to be reused.

Automatic Renewal: When 50% of the lease time passes, the device automatically attempts
to renew its lease with the server. If it is successful, the timer resets and the device keeps
the same IP address.

Why is it used?
Efficient Management: In environments like corporate offices where hundreds of temporary
devices connect, leases ensure that disconnected devices don't hoard IP addresses.

Seamless Updates: If a network administrator changes network configurations (like updating
DNS servers), the lease system forces devices to get updated settings when they renew.

Static IP Overview and Comparison

A static IP address is a permanent, manually assigned numerical identifier for a device on
a network. Unlike dynamic IPs—which change periodically—a static IP never alters, acting
as the digital equivalent of a fixed street address that devices and servers can consistently
locate.

Why are Static IPs used?
Reliable Remote Access: Essential for connecting to private corporate networks (VPNs).

Hosting Servers: Necessary for running web, email, or cloud data servers so users and
clients can always find the host without updating DNS records.

Network Devices: Ideal for hardware like printers, security cameras, or media servers,
ensuring devices in an office or home don't lose connection due to a shifting IP.
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Static vs. Dynamic IP

or requested from an ISP.

Feature Static IP Dynamic IP
Stability Remains fixed across sessions. Changes periodically.
Setup Manually configured in network settings | Automatically assigned by a router using

DHCP.

Best Used For

Servers, printers, remote access points.

Everyday browsing, streaming, and
mobile devices.

Cost

Often comes with a premium fee or
requires a business-tier internet plan.

Standard for almost all residential
internet connections.

Configure for DHCP

Ensure the ACCESS2000 settings in the example below are configured to the local network:

cim Wired

IP Allocation
DHCP

DNS1
192.168.0.110

DNS2

8.8.8.8

Configure for Static IP

Ensure the ACCESS2000 settings in the example below are configured to the local network:

cim Wired

IP Allocation
Static

P
192.168.1.242

Netmask
255.255.248.0

Gateway
192.168.0.1

DNS1
192.168.0.110

DNS2

8.8.8.8

CONNECT




Configuring the Gateway
Prior to cofiguration setup on any gateway, it must be connected to the local network. For
complete instructions on this process, refer to the ACCESS2000 Operational Guide, Section
V: “Setup Bluetooth Router."
Following step seven of the above, open a browser on alocal computer or laptop and navigate
to the IP address of the gateway.

Gateway 1236 Configuration

Welcome to CTC Connect Gateway Configurator. From this page you can set the operation mode of this
access point. See help button below for additional setup information.

Primary Secondary

If the gateway is intended to be used as a primary connection point, click Primary. This will
lead to the user login screen.

If the gateway is intended to be an intermediary connection point between a group of
sensors and a primary gateway, click the Secondary button. This will lead to an additional
setup screen.

Select IP from the Primary Gateway Connection dropdown menu. Enter the IP address of the
primary gateway into the text field. Use the Submit button to begin a connection between
the two gateways.

Gateway 2 Secondary Configuration
This gateway is currently operating in a secondary configuration. This will relay all sensor communication to a Primary Gateway. Use this
page to configure what Primary Gateway this secondary device is linked to.
Saved Primary Connection: 192.168.1.15

Primary Gateway Connection

1P b 192.168.1.15

Reset Configuration System Reboot
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USER ACCOUNTS

Creating a New Account
1. From the login screen, click the Create button on the bottom of the window.

V24 ~4
CONNECT
Account Login

Email

Log In

Don’t have an account yet?

Enter the required user information: first and last name, email address, and password.
Click the Details button to view any additional information, if desired.

Click the Register button. The app will return to the login screen.

Login to the newly created account.

o g s~ 0N

If prompted, check the associated email address for a verification email.

Note: The first account created on the network will automatically be assigned the Admin role.
All subsequent users must have their roles elevated, as described in the following section.
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Modifying User Accounts
1. While logged into an account with Admin privileges, click the Accounts button on the left
side of the dashboard.

CONNECT

== Dashboard

% Devices v

@ Machine Groups

e User Accounts

Q Settings

Gateway Serial: 2003282500532

Software Versi 7

Date & Time: 07/27/2026, 09:25 AM

2. Select the user account you wish to edit.
3. Click the pencil icon.

Manage Accounts

+ Add Contact
Alerts will only be received if your network has access ta the internet

FIRST NAME LAST NAME EMAIL VERIFIED ROLE ALERTS ACTIONS

o Admin Warning, Critical @ ]

4. Modify account information as desired.
5. Click the Save button to complete.
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Configuring Email Alerts for User Accounts

Starting with Software Version 1.2.7 CTC Connect now allows users to configure their own
email server for alerts as well as password recovery. If the user does not have their email
server configured, they will not be able to perform a password recovery. They will instead
receive the following error.

o Email server unavailable

Email server is unavailable. This needs to be configured in settings
page by an administrator.

Configuration
From the main menu, select Settings, then Email Configuration.

Settings

% Devices v
Machine Groups Gateway T

O ol Contgratn
L

3:3 Settings
Gateway Serial: 2003262500532
Software Version: 1.2.7

Date & Time: 07/27/2026, 09:25 AM

Toggle on “Enable Email Alerts”

Email Configuration

Enable Email Alerts @)

Export Config ] { Import Config
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Follow the required configuration for the user's corporate SMTP server.

SMTP Server
smtp.gmail.com
Port
587
Sender Address
connectiontechnologycenterit@gmail.com
Username
connectiontechnologycenterit@gmail.com

Password

IS ETSTIE Password for SMTP authentication

CTC Connect Alert

Click Save to commit the changes.

ISUETRSTE Password for SMTP authentication

CTC Connect Alert

@ - | -

Test Configuration

To test the configuration, press the test button.
Email Subject

CTC Connect Alert

Save (Test) ‘ Clear

CONNECT



2. If the test passes, the following confirmation will display.

Q Test Successful

SMTP connection verified.

If the test fails, an error message will display with a discription of the failure.

© Test Failed
(535, b’5.7.8 Username and Password not accepted. For more
information, go to\n5.7.8 https://support.google.com/mail/?

p=BadCredentials af79cd13be357-932de635b7esm637403585a.31-
gsmtp’)

Resetting User Password

1. Ensure that the gateway is connected to a network with internet access.

2. Fromthe login screen, select the Forgot Password? option.

V14 ~4
CONNECT
Account Login

Email

Password

Log In

Don’t have an account yet? Create One

3. Enter the user's email address.

7L
CONNECT
Forgot Password

Enter your email address below. A verification code
will be emailed to you.

Email

Send Verification Code
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4. Create a new password, and enter the verification code sent via email. Click Submit.

7L
CONNECT
Forgot Password

Enter your new password, along with the
verification code that was sent to your email.

New Password

Verification Code

Submit

5. The user will be returned to the login screen, where they will be able to log in with the new
credentials.

V)

CONNECT



An NTP server (Network Time Protocol server) is a system that distributes exact time to
computers and devices across a network. By functioning as a central timekeeper, it ensures
that all connected devices share the exact same time.

Why are they important?
Security & Auditing: Accurate timestamps ensure that security logs, event histories, and
system updates can be reliably cross-referenced during investigations.

System Stability: They prevent failures in distributed databases, automated software tasks,
and network authentication systems that rely on time-sensitive operations.

Data Consistency: They stop files from having conflicting creation or modification dates,
which is crucial for version control and backups.

System & Network Requirements
An Internet Connection is required to establish a time sync on the gateway to standard NTP
servers. CTC Connect Gateways use 2 very common NTP Server Pools by default.

0.pool.ntp.org
1.pool.ntp.org

UDP port 123 is exclusively used by the Network Time Protocol (NTP). It allows devices
(computers, servers, routers, and lIoT devices) to communicate with time servers across a
network and perfectly synchronize their internal clocks.

If connectivity to the NTP serversis unsuccessful, ensure the network firewall allows outbound
UDP traffic on port 123 for time synchronization.

Configuration of NTP on CTC Connect Gateways
Log into the Web Interface of the CTC Connect Gateway.

Select Settings, then Date & Time.

Settings

Machine Groups Gateway |

Qate & Time) !

e User Accounts

Q Settings

Gateway Serial: 2003282500532
Software Version: 1.2.7
Date & Time: 07/27/2026, 09:25 AM
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If the Gateway NTP is showing Inactive, that means the sync is disabled. To enable the sync,

press the enable button.

Gateway Date and Time Select

Computer: 5/27/2026, 12:30:02 PM
Gateway: 5/27/2026, 12:29:45 PM

Gateway Date and Time Select

Computer: 5/27/2026, 12:31:55 PM
Gateway: 5/27/2026, 12:31:12 PM

(Gateway NPT: Inactive ( L)) Gateway NPT: Inactive ( ) @

Manually Set Gateway Date/Time Manually Set Gateway Date/Time

4 05/27/2026 - 12:30PM © 4 05/27/2026 - 12:31PM ©

Apply Auto Sync Apply Auto Sync

The sync can take up to a minute to complete. Once completed the sync status will change
to Active. Close the box to complete, do not hit the apply button.

Gateway Date and Time Select ®

Computer: 5/27/2026, 12:34:08 PM
Gateway: 5/27/2026, 12:33:33 PM
Gateway NPT: Active ( ) @

Manually Set Gateway Date/Time

4 05/27/2026 - 12:34PM ©

>< Auto Sync

Double check the time on the gateway and to ensure the sync has completed and the time
is correct.
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Ensure that the gateway is connected to a network with internet access.

While logged into an account with Admin privileges, click the Settings button on the left side
of the dashboard.

CONNECT

B8 Dashboard
2 Devices v
Machine Groups

e User Accounts

* Settings

Gateway Serial: 2003282500532

Software Version: 1.2.7
Date & Time: 07/27/2026, 09:25 AM

Select the Software Update option.

Settings
Gateway Theme
Light Dark
Unit Mode
Edit Unit Mode
(oftware Update)

If an update is available, it will be shown on this page. Click the Get Update button to update
the software.

€ Back to Wireless Sensors

Update Available

Will Reboot Device

Note: Any updates must be allowed to complete before rebooting or resuming normal use
of the gateway. It is recommended to allow for 30 to 60 minutes of downtime, depending on
internet connection.

L7
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EXECUTING FUNCTIONALITY

Note: Proceeding with any of the following requires the user to have either Analyst or Admin
privileges.

Connecting a Sensor
1. Unscrew the sensor cap and plug in the battery.
2. Fromthe dashboard, click the Devices dropdown on the left then click on Wireless Sensors.

CONNECT

== Dashboard

% Devices ~

:fu Gateways

(t2) Wireless Sensors

@ Machine Groups

e User Accounts

* Settings

3. The sensor will automatically connect, and will show in the list of available sensors.
Note: Sensor connection status will also appear in notifications.

Programming a Dynamic Sensor
1. Fromthe dashboard, click the Devices dropdown on the left then click on Wireless Sensors.

CONNECT

== Dashboard
% Devices ~

:fu Gateways

(t2) Wireless Sensors

@ Machine Groups

e User Accounts

* Settings
2. Select the desired sensor from the list.

~ CONNECT



Modify any sensor setting by using the 3-dot button located in its field.

Reading Interval @

Disabled

Note: WS100 Series sensors are not field reprogrammable.

Taking a Reading
From the dashboard, click the Devices dropdown on the left then click on Wireless Sensors.

CONNECT

== Dashboard
% Devices ~

:fn Gateways

(«)) Wireless Sensors
@ Machine Groups
e User Accounts

Q Settings

Find the desired dynamic sensor among the list of connected devices and click on it.

On the sensor page, click the Take Reading button.

€ Back to Wireless Sensors

Dynamic 11111111 -
SN: 11111111 Disconnect t | | Delete c ) Take Reading )
Velocity Mode: .

Last Reading: 8/8/2024, 4:12:88 PM

CONNECTED [==) 100%

Critical Alert Setting § Early Alert Setting H Reading Interval
Not set Not set 1Hours

Once the reading is complete, the page will automatically refresh with the resulting data

capture.
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Viewing Process Control Sensors
From the dashboard, click the Devices dropdown on the left then click on Wireless Sensors.

CONNECT

== Dashboard

% Devices ~

:fn Gateways

(t2) Wireless Sensors

@ Machine Groups

9 User Accounts

Q Settings
Find the desired sensor among the list of connected devices and click on it.

Process Control Sensors

CONNECT
WS100

SN: 10000001

The resulting screen will display all available information about the sensor.

7 Process Control 10000001

Serial: 10000001 Part: WS100

B 100% tast Check In: 8/19/2024, 8:3¢:00 AM
P |
Critical Alert Setting H Early Alert Setting Reading Interval Machine
Not set Not set 5 Hours Motor 1
Dynamic Range. Operation Mode Frequency Range
Not set 1 Not set

Alerts

Message [ Warning [ Critical

I(7 Found No Alerts

L7
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Create a Machine Group
1. From the dashboard, click the Machine Groups button on the left.

CONNECT

Dashboard

Devices v

@ Machine Groups

9 User Accounts

Q Settings

Gateway Serial: 2003282500532
Software Versi 7

Date & Time: /2026, 09:25 AM

2. Click the New Machine button.

Manage Machines

) s aing -
£93 Test Machine Test Machine + AddSensor B

Fake machine for testing purposes

9 Downstairs

3. Enter machine information: name, description, and location.
X

Create a Machine

MName

Description

Location

4. Click the Save button to complete.

Cancel
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Add Sensor to a Machine Group
1. From the dashboard, click the Machine Groups button on the left.

CONNECT

== Dashboard

% Devices v

@ Machine Groups

9 User Accounts

Q Settings

Gateway Serial: 2003282500532
Software Version: 1.2.7

Date & Time: 07/27/2026, 09:25 AM

2. Select the desired machine from the available list.
3. Press the Add Sensor button.

Test Machine

g . + Add Sensor i
Fake machine for testing purposes

9 Downstairs

4. From the drop-down menu, select any desired sensor from the list of available options.

Add a Sensor %

Dynamic v

11111111 v

5. Press the Submit button to complete.

Cancel
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This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

Consult the dealer or an experienced radio/TV technician for help.

NOTE: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

For additional information, please go to: https://www.cassianetworks.com

This equipment must be installed and operated in accordance with provided instructions and
the antenna(s) used for this transmitter must be installed to provide a separation distance of
at least 20 cm from all persons and must not be co-located or operating in conjunction with
any other antenna or transmitter.

End-users and installers must be provided with antenna installation instructions and
transmitter operating conditions for satisfying RF exposure compliance.
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Once the system has been installed, it requires minimal maintenance. Basic checks to ensure
system integrity should be made periodically.
Visual inspection should include examinations for the following:

No visible electrical burns or smoke inside the enclosure.

No moisture or condensation is present inside the enclosure.

Please visit www.ctconline.com to view a complete recapitulation of our warranty and refund
policies.

The ACCESS2000 contains software and firmware proprietary to CTC. Use of the ACCESS2000
is, at all times, subject to the CTC's then current Software End User License Agreement
available at www.ctconline.com. All data and information provided by, or collected from, you
is subject to CTC's Privacy Policy available at www.ctconline.com.

Need Additional Technical Support?

Need additional technical support for issues or questions about the
Connect Wireless ecosystem?

Scan the QR code or use the hyperlink to access our convenient web

form to submit your request online at any time. scan QR code or

CLICK HERE FOR

' rien r m will review r inquiry and work
CTC's experienced support tea eview your inquiry and wo TR SRR T,

quickly to resolve your issues.

The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of such marks by Connection Technology Center, Inc. (CTC) is under license.
Other trademarks and trade names are those of their respective owners.

‘ '7' ! z ? SG-AccEss2000/Rev B
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https://www.ctconline.com/resources/connect-wireless-technical-support-request-form/
https://www.ctconline.com/resources/connect-wireless-technical-support-request-form/
https://www.ctconline.com/resources/connect-wireless-technical-support-request-form/

